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What is a personal data breach? 

 Breach of security 
 

 which leads to the accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure or access to personal data  
 

Examples:  
 
 Loss or theft of a laptop or mobile phone (even if password-protected) 
 Sending an email or letter to the wrong recipient 
 Access to employees’ sensitive information left in an insecure location 

overnight 
 



Types of personal data breaches 

 Confidentiality breach – unauthorized or accidental access or disclosure 
of personal data. 

 
 Availability breach – accidental or unauthorized loss of access or 

destruction of personal data. 
 
 Integrity breach – unauthorized or accidental alteration of personal 

data. 



Overview of the obligations under the GDPR 

 Notification to the DPA      
 Communication to the affected individuals 
 Internal record keeping of data breaches 
 
Who bears these obligations? Data controller vs data processor 
 
These obligations are not new! 
 

 Sector-specific reporting requirements  existed long before the GDPR 
(e.g. telecom providers, credit institutions, providers of electronic 
communications) 

 NIS Directive (Cybersecurity Directive 2016/1148) imposes reporting 
obligations to operators of essential services and digital service 
providers 



Risk evaluation  

Criteria: 
 Type of the breach 
 Nature, sensitivity and volume of personal data 
 Ease of identification of individuals 
 Number of affected individuals 
 Severity of consequences for individuals 
 Special characteristics of individuals 
 Special characteristics of the data controller 

No 
risk 

Risk High 
risk 



Review of the different scenarios 

Data breach that it is unlikely to result in a risk to the rights/freedoms of 
individuals 

Example: A CD containing backup data which are encrypted with state of 
the art algorithm is stolen during a break-in 
 
No need to notify the DPA and the individuals 
 
Company is required only to internally record the data breach  



Review of the different scenarios 

Data breach that is it likely to result in a risk to the rights/freedoms of 
individuals 

Example: An attack from ransomware encrypts files containing personal data 
 
Company is required to notify the DPA and internally record the data breach 



Review of the different scenarios 

Data breach that is likely to result in a high risk to the rights /freedoms 
of individuals 

Example: Cyber-attack on an online shop where usernames, passwords and 
purchase history are published on line by the attacker 
 

Company is required to notify the DPA and the individuals and internally 
record the data breach 
 
No need for communication to the individual if: 
 application of appropriate technical and organizational measures on the 

affected data; or 
 steps ensuring that the high risk is no longer likely to materialize; or 
 communication would involve disproportionate effort, but public 

communication will be required. 



Notification to the DPA 

When?  
Without undue delay and where feasible not later than 72 hours after the 
data controller becomes aware of the data breach.  
 
 

What information? 
 description of the nature of the data breach, including categories and 

approximate number of affected individuals;  
 name and contact details of the DPO or other contact point;  
 description of the likely consequences of the data breach; and 
 description of the measures taken or proposed to be taken to address the 

breach. 



Communication to the individual 

When? 
Without undue delay. 
 

What information? 
 description of the nature of the data breach;  
 name and contact details of the DPO or other contact point;  
 description of the likely consequences of the data breach; and 
 description of the measures taken or proposed to be taken to address the 

breach. 
 

How? 
 direct communication, unless this would involve disproportionate effort; 
 dedicated to the data breach; 
 drafted in clear and plain language; 
 preferably, more channels of communication. 
 



Flowchart showing notification requirements 

W.P. art. 29 
Guidelines on Personal 
data breach 
notification under 
Regulation 2016/679 
(wp250) 

Controller  detects the 
security incident  and 
establishes if personal 
data breach has occurred 

Communication to the affected 
individuals, including information on steps 
they can take to protect themselves from 

consequences from the breach 

The controller becomes “aware” of a 
personal data breach and assesses risk to 

individuals  

No requirement to notify 
supervisory authority or 

individuals 

No 

Yes Notification to the 
supervisory authority 

Is the breach likely to result  in a risk to 
individuals’ rights and freedoms? 

Is the breach likely to result  in a high risk 
to individuals’ rights and freedoms? 

Yes 

No 

Breach should be 
documented and 

record maintained by 
the controller 



Long term consequences of a personal data breach 

 Reputational damage  
 

 Financial loss  
 
 Loss of profits  
 Damages in the course of litigation and settlement proceedings 
 Administrative sanctions up to € 10,000,000 or 2% of the group’s annual 

turnover  
 

$ 3.62 million is the average total cost  
of a data breach*  

 
 
 
 
*2017 Cost of Data Breach Study of Ponemon 
Institute sponsored by IBM Security 



Think proactively! 

Take steps to minimize the likelihood of data breaches 
 
 Implement appropriate security and organizational measures that ensure 

the sufficient level of security appropriate to the risk. 
 Where the processing is likely to result in high risk, carry out DPIAs to 

assess the risks and define the safeguards, security measures and 
mechanisms. 

 Raise awareness and train employees as to how to identify threats and 
keep data safe. 

 Impose strict security obligations to service providers/data processors 
and conduct security audits. 



Think proactively! 

Be able to efficiently address a data breach when it occurs 
 
 Prepare a Data Breach Response Plan. 
 Set up an internal team for managing breaches.  
 Establish KPIs to evaluate the responsiveness of the organisation. 
 Explain to employees how to recognize a data breach and how to escalate 

a security incident. 
 Select a lawfirm and IT provider to assist you with the handling of data 

breaches. 
 



Think proactively! 

Be able to efficiently address a data breach when it occurs 
 
 Impose strict notification obligations on service providers/data 

processors in case of a data breach in their systems. 
 Prepare a communication plan and try to gain back the trust of your 

clients.  
 Assess the need for cyber insurance. 



Thank you 


